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Privacy Notice for Staff, Suppliers & Stakeholders 
This policy is applicable to all BMAT Education Schools 

 

 

Joint Owners:    Chief Executive Officer 
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Context 

This Privacy Notice is intended to provide clear information regarding how BMAT Education will treat any 

Personal Data that we collect, process and store.   

For more information about how we protect our data, please also read the BMAT Data Protection and 

Freedom of Information Policies, available on our Trust and school websites.   
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Who Should Read This Notice? 

This privacy notice provides a description of how BMAT handles and uses personal data belonging to people from 
the following groups: 
 

▪ All BMAT staff 

▪ BMAT Trustees and members of Local Governing Bodies 

▪ Suppliers, contractors, and other individuals providing support or services to BMAT 

▪ Any individual who is not a parent or carer of a pupil on roll within BMAT (for pupils, parents and carers, 

please see the specific privacy notice on the BMAT website) 

BMAT is a data controller, and this document describes our responsibility for deciding what data is collection and 

how it is processed. 

Under the Data Protection Act 2018 and the GDPR we must abide by the principles of transparency and the right of 

data subjects to be informed how their data is processed.  This document provides such information.  It will be 

updated from time to time and updates communicated to the relevant data subjects.   

It is your duty to inform us of changes. 

 

How BMAT uses your data? 

The categories of information that we process 

These may include the following personal information and special category personal information: 

▪ personal information (such as name, employee or teacher number, national insurance number) 

▪ characteristics information (such as gender, age, ethnic group) 

▪ contract information (such as start date, hours worked, post, roles and salary information)   

▪ work absence information (such as number of absences and reasons) 

▪ qualifications (and, where relevant, subjects taught) 

▪ payroll and pension information 

▪ relevant medical information (for example, information related to Occupational Health) 

▪ information related to the safeguarding of children (e.g., DBS checks) 

▪ information related to job applications, including reference requests from employers and/or education 

institutions. 

 
 

Why we collect and use your information? 

We use this information to: 

a) enable the analysis and development of a balanced workforce  

b) inform the development of recruitment and retention policies 

c) enable individuals to be paid and the accurate reporting and management of our statutory obligations with 
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regard to paying people (e.g., tax, national insurance, pensions) 

d) safeguard the children in our care 

e) inform our commitment to equality in the workplace 

f) maintain an accurate record of contracted and other services provided to BMAT. 

 

Under the General Data Protection Regulation (GDPR), the legal bases we rely upon for processing personal 

information for general purposes are: 

▪ We are required to do so by law (Legal obligation) 

▪ We are a public body and processing is in the public interest (Public Task) 

▪ We have asked you if we can process your data for a specific purpose and you have said yes (Consent). 

Collecting your information 

We collect personal information via: 

▪ Contracts with staff and suppliers 

▪ Requests for contact information 

▪ DBS checks 

▪ References taken in order to quality assure appointments to the staff body, governance functions or supply 

of services 

Your information is essential for BMAT’s operational use. Whilst the majority of personal information you provide to 

us is mandatory, some of it is requested on a voluntary basis. In order to comply with GDPR, we will inform you at 

the point of collection, whether you are required to provide certain information to us or if you have a choice in this.  

 

Storing your information 

We hold data securely for the set amount of time shown in our data retention schedule. For more information on our 

data retention schedule and how we keep your data safe, please read the BMAT Data Protection and Freedom of 

Information Policies, available on our Trust and school websites.    

 

Who we share your information with: 

We routinely share this information with: 

▪ our local authority 

▪ the Department for Education 

▪ HMRC 

▪ Our external payroll and HR service and any other third-party service providers (where a contract exists) in 

order to fulfil contractual obligations (such as payroll) or where a service is being used in the operations of 

the school (such as parent communication applications). 

 

Why we share your information 

We do not share information about our workforce members with anyone without consent unless the law and our 

policies allow us to do so. 
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Local authority  

We are required to share information about our workforce members with our local authority (LA) under section 5 of 

the Education (Supply of Information about the School Workforce) (England) Regulations 2007 and amendments. 

 

Department for Education 

The Department for Education (DfE) collects personal data from educational settings and local authorities via various 

statutory data collections.  

We are required to share information about our school employees with the (DfE) under section 5 of the Education 

(Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.  

All data is transferred securely and held by DfE under a combination of software and hardware controls which meet 

the current government security policy framework.  

For more information, please see ‘How Government uses your data’ section. 

 

Requesting access to your personal data 

Under data protection legislation, you have the right to request access to information about you (subject to any 

exemptions) that we hold. To make a request for your personal information, please contact us on the details given in 

the Contact section, below.  

Not every right is absolute, but under certain circumstances you can invoke the following rights: 

▪ to ask us for access to information about you that we hold  

▪ to have your personal data rectified if it is inaccurate or incomplete 

▪ to request the deletion or removal of personal data where there is no compelling reason for its continued 

processing 

▪ to restrict our processing of your personal data (i.e., permitting its storage but no further processing) 

▪ to object to processing 

▪ to be informed 

▪ to object to direct marketing (including profiling) and processing for the purposes of scientific/historical 

research and statistics 

▪ not to be subject to decisions based purely on automated processing where it produces a legal or similarly 

significant effect on you 

▪ to seek compensation for damages caused by a breach of the Data Protection regulations. 

If you have a concern about the way we are collecting or using your personal data, we ask that you raise your concern 

with us in the first instance. Alternatively, you can contact the DPO or Information Commissioner’s Office at the 

contact details listed at the end of this document.  

For further information on how to request access to personal information held centrally by DfE, please see the ‘How 

Government uses your data’ section of this notice.  

 

https://www.gov.uk/government/publications/security-policy-framework
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Withdrawal of consent and the right to lodge a complaint  

Where we are processing your personal data with your consent, you have the right to withdraw that consent. If you 
change your mind, or you are unhappy with our use of your personal data, please let us know by contacting the 
school or the Trust, using their relevant contact pages. 

 

Last updated 

We may need to update this privacy notice periodically, so we recommend that you revisit this information from time 
to time. For the most recent date of review, please see the version history on the covering page of this Notice. 
 

Contact 

If you would like to discuss anything in this privacy notice, please contact: datahelp@bmatrust.org.uk  

  

mailto:datahelp@bmatrust.org.uk
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How Government uses your data? 

The workforce data that we lawfully share with the Department for Education (“the Department”) through data 

collections: 

▪ informs departmental policy on pay and the monitoring of the effectiveness and diversity of the school 

workforce 

▪ links to school funding and expenditure 

▪ supports ‘longer term’ research and monitoring of educational policy 

 

Data collection requirements 

The DfE collects and processes personal data relating to those employed by schools (including Multi Academy 

Trusts) and local authorities that work in state funded schools (including all maintained schools, all academies and 

free schools and all special schools including Pupil Referral Units and Alternative Provision). All state funded schools 

are required to make a census submission because it is a statutory return under sections 113 and 114 of the 

Education Act 2005. 

To find out more about the data collection requirements placed on us by the Department for Education including the 

data that we share with them, go to https://www.gov.uk/education/data-collection-and-censuses-for-schools. 

 

Sharing by the Department 

The Department may share information about school employees with third parties who promote the education or 

well-being of children or the effective deployment of school staff in England by: 

▪ conducting research or analysis 

▪ producing statistics 

▪ providing information, advice or guidance 

 

The Department has robust processes in place to ensure that the confidentiality of personal data is maintained and 

there are stringent controls in place regarding access to it and its use. Decisions on whether DfE releases personal 

data to third parties are subject to a strict approval process and based on a detailed assessment of: 

▪ who is requesting the data 

▪ the purpose for which it is required 

▪ the level and sensitivity of data requested; and  

▪ the arrangements in place to securely store and handle the data  

 

To be granted access to school workforce information, organisations must comply with its strict terms and conditions 

covering the confidentiality and handling of the data, security arrangements and retention and use of the data. 

 

Find out what personal information the Department holds about you 

Under the terms of the Data Protection Act 2018, you’re entitled to ask the Department: 

▪ if they are processing your personal data 

▪ for a description of the data, they hold about you 

▪ the reasons they’re holding it and any recipient it may be disclosed to  

https://www.gov.uk/education/data-collection-and-censuses-for-schools
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▪ for a copy of your personal data and any details of its source 

If you want to see the personal data held about you by the Department, you should make a ‘subject access request’.  
Further information on how to do this can be found within the Department’s personal information charter that is 
published at the address below: 

https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter 

To contact the department: https://www.gov.uk/contact-dfe 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/contact-dfe


  

 

Privacy Notice for Pupils, Parents & Carers          10 | page 

 

COVID-19 Testing Privacy Statement 

THIS STATEMENT SHOULD BE READ IN ADDITION TO THE PRIVACY NOTICE DISPLAYED ON THE TRUST 

AND SCHOOL WEBSITES.  

 

Ownership of the Personal Data  

To enable the Covid-19 testing to be completed at BMAT Education Academies, we need to process personal data 

for staff and students taking part, including sharing of personal data where we have a legal obligation.  

BMAT Education is the Data Controller for the data required for processing the tests and undertaking any actions 

which are needed by the school to ensure we meet our public health and safeguarding legal obligations.  

 

Basis for collecting the Personal Data  

In addition to our general obligations regarding the safeguarding and welfare of students, personal data relating to 

tests for students is collected in accordance with the GDPR under the following articles: 

Necessary to perform a task carried out in the public interest or in the exercise of official authority (Article 6, 1e) 

Necessary for reasons of public interest in the area of public health (Article 9, 2i) 

Necessary for reasons of substantial public interest e.g. safeguarding (Article 6, 1c)  

Personal Data relating to staff is processed under the legitimate interest of the data controller to ensure we can 

minimise the spread of COVID in a timely manner and enable us to continue to deliver education services safely and 

securely.  

If you decline a test, we record your decision under the legitimate interest of school in order to have a record of your 

decisions and to reduce unnecessary contact with you regarding testing.  

The processing of special category personal data is processed under the provisions Section 9.2(i) of GDPR, where 

it is in the public interest on Public Health Grounds. This data is processed under the obligations set out in Public 

Health legislation (Regulations 3(1) and (4) of the Health Service (Control of Patient Information) Regulations 2002 

(COPI)) which allows the sharing of data for COVID related purposes and where it is carried out by [a health care 

professional OR someone who owes an equivalent duty of confidentiality to that data]  

Data Controllership is then passed to the Department for Health and Social Care (DHSC) for all data that we transfer 

about you and your test results to them. For more information about what they do with your data please see the Test 

and Trace Privacy Notice. BMAT Education remains the Data Controller for the data we retain about you.  

 

Personal Data involved in the process  

We use the following information to help us manage and process the tests: 

▪ Name 

▪ Date of birth (and year group) 

▪ Gender 

▪ Ethnicity 

▪ Home postcode 

▪ Email address 

▪ Mobile number 
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▪ Unique barcode assigned to each individual test, and which will become the primary reference number for 

the tests 

▪ Test result 

▪ Parent/guardians contact details (if required)  

 

We will only use information that is collected directly from you specifically for the purpose of the tests, even if you 

have previously provided us with this information.  

 

How we store your personal information  

The information will only be stored securely on local spreadsheets in school/college whilst it is needed. It will also be 

entered directly onto DHSC digital services for the NHS Test and Trace purposes. Schools will not have access to 

the information on the digital service once it has been entered.  

 

Processing of Personal Data Relating to Positive test results  

The member of staff, pupil, student or parent (depending on contact details provided) will be informed of the result 

by the school/college and advised how to book a confirmatory test.  

We will use this information to enact their own COVID isolation processes without telling anyone who it is that has 

received the positive test.  

The information will be transferred to DHSC, who will share this with the NHS, GPs. PHE and the Local Government 

will use this information for wider test and trace activities as well as statistical and research purposes.  

This information is processed and shared under obligations set out in Public Health legislation under Regulations 

3(1) and (4) of the Health Service (Control of Patient Information) Regulations 2002 (COPI) which allows the sharing 

of data for COVID related purposes.  

This information will be kept by the school/college for up to 14 days and by the NHS for 8 years.  

 

Processing of Personal Data Relating to Negative test results  

We will record a negative result and the information transferred to DHSC, NHS. PHE and the Local Government who 

will use the information for statistical and research purposes.  

This information is processed and shared under obligations set out in Public Health legislation under Regulations 

3(1) and (4) of the Health Service (Control of Patient Information) Regulations 2002 (COPI) which allows the sharing 

of data for COVID related purposes.  

This information will be kept by the school/college for up to 14 days and by the NHS for 8 years. Processing of 

Personal Data relating to declining a test We will record that you have declined to participate in a test and this 

information will not be shared with anyone.  

 

Data Sharing Partners  

The personal data associated with test results will be shared with 

DHSC, NHS, PHE – to ensure that they can undertake the necessary Test and Trace activities and to conduct 

research and compile statistic about Coronavirus 

Your GP – to maintain your medical records and to offer support and guidance as necessary 
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Local Government to undertake local public health duties and to record and analyse local spreads.  

 

Your Rights  

Under data protection law, you have rights including: 

Your right of access - You have the right to ask us for copies of your personal information.  

Your right to rectification - You have the right to ask us to rectify personal information you think is inaccurate. You 

also have the right to ask us to complete information you think is incomplete.  

Your right to erasure - You have the right to ask us to erase your personal information in certain circumstances. 

Your right to restriction of processing - You have the right to ask us to restrict the processing of your personal 

information in certain circumstances.  

Your right to object to processing - You have the right to object to the processing of your personal information in 

certain circumstances.  

Your right to data portability - You have the right to ask that we transfer the personal information you gave us to 

another organisation, or to you, in certain circumstances.  

You are not required to pay any charge for exercising your rights. If you make a request, we have one month to 

respond to you.  

Please contact us at datahelp@bmatrust.org.uk if you wish to make a request.  

 

How to complain  

If you have any concerns about our use of your personal information, you can make a complaint to us at 

datahelp@bmatrust.org.uk.  

You can also complain to the ICO if you are unhappy with how we have used your data.  

The ICO’s address:  
Information Commissioner’s Office  
Wycliffe House  
Water Lane  
Wilmslow  
Cheshire  
SK9 5AF  
Helpline number: 0303 123 1113 

https://ico.org.uk/concerns/ 

 

The DPO’s contact: 

Data Protection Education 

Tel: 0800 086 2018 

Email: dpo@dataprotection.education 

 

mailto:datahelp@bmatrust.org.uk
mailto:datahelp@bmatrust.org.uk
https://ico.org.uk/concerns/

