
 

Cyber security steps for home 

Essential Security Steps for Home & Remote Working 

Are you the weakest link? 

If someone learns your work email address and password, they can log in and destroy files, upload viruses or steal 

student and staff information. This could affect entire schools. 

Step 1: Do not tell your family, friends or colleagues your password. Always keep it hidden.  

 

Are your home devices up to date? 

All devices receive regular updates to keep them secure from hackers and malicious software.  Learn how to check 

for these on your devices and make sure you run them as soon as possible.  Use anti-virus software and make sure 

this is kept up to date. 

Step 2:  Always run the latest updates for your devices and software. 

 

Are your home accounts locked? 

When your device is lost or stolen, your information is lost with it. You should always use a strong pin code or 

password to lock your devices when not in use.  You should also use ‘Two Factor Authentication’ (2FA) to lock your 

personal accounts (eg Google account). 

Step 3:  Ensure your devices are locked when not in use.  

Step 4:  Search the internet to learn how to set 2FA on your personal accounts (eg Google account). 

 

Are you keeping your school and personal files secure? 

Using removable USB drives and/or storing your files on a single device is not safe and opens us up to hackers and 

viruses. It therefore breaches our acceptable use policy and the staff code of conduct. OneDrive is the method for 

storing and accessing your files between work and home. Any data held outside OneDrive or the school network 

must be encrypted. 

Step 5: Learn how to use OneDrive to store files and how to encrypt files held outside the network or elsewhere. 

 

Is your wifi connection secure? 

The home internet password that your provider gave you is probably known to other people.  Hackers can login to 

your home network, steal information and potentially watch you in your home. Always change it.   

Step 6:  Always change your home router password.  Your provider can tell you how to do this. 

 

Do you know what are you downloading? 

Malicious software never looks like malicious software.  Do not click links in emails or on the internet unless you are 

certain they are from a trusted site.  Never download anything from the internet or your emails, unless it is from a 

trusted contact or a reputable store (eg Microsoft, Google, Apple, BBC). 

Step 7:  Check that you are only downloading files and applications from a trusted source. 


